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Lecture Agenda
• Course Information and Protocol

• Cyber Security: A Bigger Picture

• Categories of Cyber Security

• History of Cyber Attacks

• Cybersecurity Roles

• The New Battle Field: AI Meets Cybersecurity
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Course Info & Protocols
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About The Instructor
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arif@pucit.edu.pk
https://arif.excaliat@gmail.com
https://www.linkedin.com/in/dr-arif-butt/
https://youtube.com/learnwitharif
https://github.com/arifpucit
https://huggingface.co/arif-butt

Dr. Muhammad Arif Butt
Asst. Prof. Department of Data Science
University of Punjab, Lahore

● Education:

○ Graduation from Pakistan Military Academy, Kakul
○ MPhil CS from University of Punjab, Lahore

○ PhD CS from University of Punjab, Lahore
● Experience:

○ Served in field/staff/instructional posts in Pakistan Army

○ Assistant Professor, Department of Data Science
○ Founder Excaliat (https://excaliat.com/en) 

○ Founder FalconHunt (https://falconhunt.org/)
○ Co-Founder Tbox Solutionz (https://tboxsolutionz.com/)

● Research Interest:

○ Embedded and Real-Time Operating Systems
○ Vulnerability Analysis, Binary Exploitation & Exploit Development

○ AI-Driven Cybersecurity and Securing AI systems
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https://github.com/arifpucit
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Course Information
• Lectures Slides/Handouts Available at: https://arifbutt.me
• Video Lectures Available at: https://youtube.com/learnwitharif
• Codes Hosted at: https://github.com/arifpucit
• Grades Website:  https://online.pucit.edu.pk
• Prerequisites: 

– OS and Internetworking with Linux
– Basic programming skills in Python, C, and Assembly

• Office: Building-C, FCIT (NC)
• Students Counseling hours: 

– Monday:       0900 – 1000, and 1201 - 1300
– Wednesday: 0900 – 1000, and 1201 - 1300

• 24 hour turnaround for email: arif@pucit.edu.pk
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Text and Reference Books
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Who cares to get an A

• Final-Term Exam: 40

• Mid-Term Exam: 35

• Sessional Activities:                  25

▪ Assignments: 30%

▪ Quizzes: 40%

▪ Class Activities: 30%
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Lecture Format
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Late submission guidelines protocol
• Late Assignment submissions will not be accepted!
• There will be no retake on exams and quizzes!

Start working on your tasks early and submit well before time.

ITS DUE TOMORROW
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Cheating Policy
• Academic integrity
• Copying an Assignment with or without permission.

Both the cheater and the student who aided the
cheater will be held responsible for the cheating

• The instructor may take actions such as:
– require repetition of the subject work,
– assign 'zero' or may be ‘negative’ marks for the

subject work,
– for serious offenses, assign an F grade for the

course
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Cyber Security
The Big Picture
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What is Cyber Security?
• Cybersecurity is the practice of protecting

systems, networks, devices and data from
from cyber threats such as malware,
ransomware, phishing, data breaches and so
on to safeguard both individual and
organizational digital assets.

• It encompasses a wide range of domains,
including information security, network
security, application security, and incident
response.

• It involves the application of technologies,
processes, and practices to ensure the
confidentiality, integrity, and
availability of information.
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CIA Triad

Confidentiality ensures that
sensitive information is accessible
only to authorized users.

Integrity ensures the accuracy,
consistency and trustworthiness of
information by protecting it from
unauthorized modification, deletion
or corruption

Opposite of CIA is DAD
• Disclosuremeans someone not authorized is getting access to the system.
• Alterationmeans your data has been altered.
• Destructionmeans your data or system have been destroyed.

Availability ensures that information
and resources are accessible to
authorized users when needed

100$ Question: Finding the right mix
• Ensuring too much C, A will suffer.
• Ensuring too much I, A will suffer.
• Ensuring too much A, both C & I will suffer

CIA Triad is the foundational model in IS, representing three core principles that ensure the protection of information
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CIA Triad: Confidentiality
Confidentiality ensures that sensitive
information is accessible only to authorized
users.

Measures to achieve Confidentiality:
• Encryption: (3DES, Blowfish, AES, RSA, DSS, PGP)

• Secure Transport Protocols: (SSL, TLS, IPSec)

• Access Control Mechansims: (DAC, MAC, RBAC)

• Authentication Mechanisms: (MFA, Biometrics)

• NW Security Controls: (Fire Walls, VPNs, IDS/IPS)

• Least Privilege Principle

• Physical Security

• End-user Training

Threats to Confidentiality:
• Social engineering/Phishing.
• Unauthorized NW access & Port scanning.
• Eavesdropping and MitM attacks.
• Password dump stealing and attack on

your encryption (cryptoanalysis).
• Authorized users may abuse their access

to retrieve sensitive data.Instructor: Muhammad Arif Butt, PhD 14



CIA Triad: Integrity
Integrity: ensures the accuracy, consistency and
trustworthiness of information by protecting it from
unauthorized modification, deletion or corruption

Measures to achieve Integrity:
• Hashing, generating a fixed size hash value for data , so

that any alteration is easily detectable. (MD5, SHA-256,
SHA-512)

• Checksums, using checksums to detect errors in data
communication or storage. (CRC-32, Adler32)

• Digital Signature, is used to verify the authenticity
and integrity of a message or document. (RSA, PGP)

• Version Control, is used to track changes to document
or code, allowing roll back if unauthorized changes are
detected. (Git, SVN)

• Active Logging, maintaining logs that track data
changes, system access and transactions (Splunk,
Elastic Stack)

Threats to Integrity:
• MitM for tempering
• Data corruption by malware
• Malicious code injection
• Ransomware
• Deleting/altering DB records by SQLi
• DNS Spoofing / Cache Poisoning
• Replay attacksInstructor: Muhammad Arif Butt, PhD 15



CIA Triad: Availability
Availability: Achieving Availability ensures that
information and resources are accessible to authorized
users when needed.
Measures to achieve Availability:
• Redundancy and Failover, Implementing redundant systems

and automatic failover mechanisms (RAID, Load balancers, Data
Center Failover)

• DDoS Protection, using security measures to ensure continuous
availability of services. (Cloudflare, Akamai)

• Backup and Recovery, Regularly backing up data and
maintaining recovery procedures to restore systems in case of a
disaster. (Veeam, Acronis, AWS Backup)

• High Availability Architecture, Using HA designs in systems
avoiding single points of failure. (Clustering, Virtualization,
Container Orchestration (Kubernetes, Docker).

• Patch Management, Keeping systems and applications updated
to prevent downtime caused by security vulnerabilities or bugs.

Threats to Availability:
• DDoS
• Ransomware (for availability).
• H/W or S/W Failure.
• Natural disasters.
• Sabotage / Insider attacks.
• Resource exhaustion attacks.
• Logic bombs.Instructor: Muhammad Arif Butt, PhD 16



AAA Architecture
• Authentication is the process of verifying the identity of a

user or system trying to access a resource.
• Something you know (password, passphrase, PIN)
• Something you have (NIC, ATM, Passport)
• Something you are (Biometrics)
• Somewhere you are (Geographic location, IP, MAC address)
• Something you do (signatures, pattern unlock)

• Authorization determines what an authenticated user or
system is allowed to do, specifying access levels or permissions
based on the user role or identity. (DAC, MAC, RBAC)

• Accountability, also known as auditing, involves tracking and
recording user activities and resource usage. This information is
used for monitoring, analysis, and compliance purposes.
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Cyber Security
Major Categories
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Categories of Cybersecurity

Information Security
Governance, Policies, Risk Management, Defense Strategy Across All Domains

Application Security
Web, Mobile, API Security, 
Code Review, Browser 

Hardening, Firmware Security

Operating System Security
Kernel Hardening, Access Control, 

Memory Protections, Sandboxing, 
SELinux

Network Security
Firewalls, Segmentation, IDS/IPS, 

Routing, Zero Trust, VPN Architecture

Cloud Security
VPCs, IAM, Workload Isolation, Storage Security, Secrets & 

Key Management

IoT Security
Embedded Systems, Gateways, Radio/BLE Security, Firmware 

Integrity, Secure Boot
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Information Security
• Information Security (InfoSec) is the
practice of protecting information from
unauthorized access, disclosure, disruption,
modification, or destruction.

• It aims to ensure the confidentiality,
integrity, and availability (CIA Triad) of
data, whether it's in storage, processing, or
transit, through the use of policies,
procedures, and technologies.

• Information security encompasses a wide
range of security practices, including risk
management, cryptography, access controls,
and incident response, to protect both
digital and physical information assets.
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Application Security
• Application security focuses on
protecting software applications from
threats and vulnerabilities that could lead
to unauthorized access, data breaches, or
other forms of exploitation.

• This includes techniques like secure coding,
input validation, authentication,
authorization, encryption, and regular
security testing (such as vulnerability
scanning and penetration testing).

• Application security aims to identify and fix
vulnerabilities, such as SQL injection or
cross-site scripting (XSS), to prevent
malicious attacks.
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Operating System Security
• OS security focuses on protecting the

operating system from vulnerabilities and
threats, ensuring that the system operates
securely and is resistant to attacks.

• It is achieved through following steps:
• Regularly applying updates and patches to

address vulnerabilities and improve security.
• Configuring the OS to reduce its attack

surface by disabling unnecessary services
and features.

• Access Control.
• User Authentication.
• File System Security.

Instructor: Muhammad Arif Butt, PhD 22



Network Security
• Network Security is the practice of
protecting the confidentiality, integrity, and
availability of data and resources as they are
transmitted or accessed across a network.

• It involves a combination of policies,
procedures and technologies to prevent
unauthorized access, misuse, modification,
or disruption of network infrastructure.

• Network security includes measures such as
encryption, security protocols, firewalls,
IDS/IPS, and access controls to safeguard
communication between devices and protect
networks from threats like cyberattacks,
malware, and data breaches.
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Cloud Security
• Cloud security is the practice of safeguarding
data, applications, and services hosted in cloud
environments from unauthorized access, data
breaches, and other cyber threats.

• Cloud security measures include encryption,
Identity and Access Management (IAM),
network security, Data Loss Prevention (DLP),
and regular security monitoring.

• It addresses both the responsibilities of cloud
providers (infrastructure security) and
customers (secure configuration and data
protection) to prevent threats like data leaks,
account hijacking, and misconfigurations.
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IoT Security
• IoT security is the practice of protecting
Internet of Things (IoT) devices and the
networks they connect to from cyber threats,
unauthorized access, and vulnerabilities.

• Key IoT security practices include device
authentication, encryption, secure firmware
updates, network segmentation, and monitoring
for unusual activity.

• IoT security is critical because these devices
often have limited processing power, making
them more susceptible to attacks, and they can
serve as entry points for threats like malware or
unauthorized control in broader network
environments.
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• OWASP released the “Top 10 LLM Vulnerabilities” list
to highlight how AI systems can be attacked through
prompts, data, or integrations.

• Attacks against AI systems can be categorized into
three broad categories:

ü Prompt-Level Attacks: Attackers manipulate what you type to trick the AI into breaking its rules
or revealing secrets. (LLM01, LLM06, LLM07)

ü Data-Level Attacks: Attackers poison the training data the AI learns from, or exploit
vulnerabilities in third-party components, causing the AI to produce wrong, biased, or harmful
outputs. (LLM02, LLM03, LLM04)

ü System-Level Attacks: The AI's outputs or actions aren't properly checked before being
used, allowing attackers to inject malicious code, cause excessive resource usage, or
manipulate how the AI retrieves information. (LLM05, LLM08, LLM09, LLM10)

2025
LLM01: Prompt Injection Attacks
LLM02 : Sensitive Information Disclosure
LLM03 : Supply Chain
LLM04 : Data and Model Poisoning
LLM05 : Improper Output Handling
LLM06 : Excessive Agency
LLM07 : System Prompt Leakage
LLM08 : Vector and Embedding Weaknesses
LLM09 : Misinformation
LLM10 : Unbounded Consumption

Weaknesses in LLM applications that attackers can 
exploit to steal data, manipulate outputs, or harm 

systems

The Future: Security of Gen-AI Models



History of Cyber 
Attacks
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Famous Cyber Attacks
Morris Worm (1988): Often considered one of the first major worms,
created by Robert Tappan Morris. It exploited sendmail service to
achieve RCE and exploited BoF vulnerability in the finger daemon
to retrieve user information in Unix systems and spread across the
internet. It infected around 6,000 computers, causing significant
disruption by slowing down systems and making them unusable.

Melissa Virus (1999): The Melissa virus was a computer virus that
spread quickly through email attachments in 1999. It primarily
exploited vulnerabilities in Microsoft Word Macros and Outlook
users, and was one of the first viruses to raise awareness of the risks
of opening unsolicited emails.

ILOVEYOU Worm (2000): The ILOVEYOU Worm, also known as
the Love Bug, spread through email with a subject line that read "I
Love You." It used a social engineering trick to lure recipients into
opening an infected attachment. It caused widespread damage,
affecting 10 million computers globally, and led to billions of dollars
in damages.
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Famous Cyber Attacks: Estonia
Cyber Attacks against Estonia (2007): In 2007,
Estonia experienced a series of major cyber attacks,
widely regarded as one of the first large-scale,
politically motivated, state-sponsored cyber warfare
campaigns.

• These attacks targeted government institutions,
banks, media outlets, and other critical
infrastructure, effectively disrupting the nation’s
online services for several weeks.

• It involved DDoS (Distributed Denial of Service)
attacks, overwhelming servers with traffic to shut
down websites and services.

• Russia was widely suspected of being behind the
attacks.
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Famous Cyber Attacks: Stuxnet
Stuxnet (2010):
• Stuxnet was a sophisticated worm

believed to be created by the U.S. and
Israeli governments to target Iran's
nuclear facilities. Worm spread
through Windows computers, but its
primary function was to cause physical
damage to the centrifuges by altering
their speeds without detection, while
simultaneously sending normal
operating signals to monitoring
systems.

• It is considered one of the first known
cyber weapons and demonstrated the
potential for cyber-attacks to cause
physical damage.
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Famous Cyber Attacks
Sony PlayStation Network Hack (2011):
• Attackers compromised Sony's PlayStation

Network (PSN Hack), gaining access to
personal information of around 77 million
users.

• They used a combination of phishing techniques
and SQL injection to gain unauthorized access
to Sony's servers. Data Breach forced Sony to
shut down the PSN for nearly a month.

• Sony faced financial loss of $171 million
approx., making it one of the largest security
breaches of its time.

• The breach led to the suspension of the
network, significant financial losses, and a
major hit to Sony's reputation.
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Famous Cyber Attacks: WannaCry Ransomware
WannaCry Ransomware Attack (2017):
● WannaCry attacked computers worldwide by

exploiting a vulnerability in Microsoft’s Server
Message Block protocol.

● Vulnerability ID: CVE-2017-0144
● Exploit used: EternalBlue, developed by NSA,

leaked by shadow brokers hacking group.
● It encrypted users’ files and demanded ransom

payments in Bitcoin.
● The attack affected more than 300,000

computers across 150 countries, with total
damage ranging from hundreds of millions to
billions of dollars.

● Attack caused significant financial losses,
halted critical services, and highlighted the
dangers of outdated software and unpatched
security vulnerabilities.
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Famous Cyber Attacks: Lockbit
LockBit (2019):
● A notorious ransomware group known for its

multiple versions of ransomware, including
LockBit1.0 (2019), LockBit2.0 (2021),
LockBit3.0 (2022) and LockBit Black (2023).

● Each version has become more sophisticated,
with enhanced encryption and better evasion
tactics. The group operates under a
ransomware-as-a-service (RaaS) model,
allowing other cybercriminals to use their
software for a fee.

● Attacked financial services, healthcare and
transportation sectors.

● Used in approximately 1,700 ransomware
attacks in US between January 2020 to and
May 2023, with US$91 million paid as ransom.

● Also declared as the world's most prolific
ransomware in 2022.
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Famous Cyber Attacks: Pegasus
Pegasus (Forced Entry) (2021): Pegasus (Forced
Entry) refers to a specific exploit of the Pegasus
spyware, developed by Israeli company NSO group.
It explored a zero-day in Apple's iMessage, allowing
the spyware to be installed on a device without any
interaction from the victim. This attack didn’t
require the victim to click on a malicious link or open
a compromised file; it could be silently triggered just
by receiving a specially crafted message. Once
installed, Pegasus could monitor calls, messages,
emails, and even activate microphones and camera

Operation Triangulation (2023): This operation
utilized Pegasus spyware to silently compromise
mobile devices and gain access to sensitive data.
Operation Triangulation is a targeted cyberattack on
iOS devices conducted using a chain of four zero-day
vulnerabilities.
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IoT (Internet of Things) Attacks
• Mirai Botnet (2021): The Mirai

botnet, which was initially used for
DDoS attacks, continues to exploit
vulnerabilities in IoT devices to launch
large-scale attacks.

• IoT device vulnerabilities can lead to
widespread disruptions and can be
used to launch attacks on various
services. It stresses the importance of
securing connected devices and
updating their software regularly.

Famous Cyber Attacks: Mirari Botnet
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Deepfake AI: Deepfake AI
poses significant challenges to
cybersecurity, as it can be used
to create highly convincing fake
audio, video, and text content
that can deceive individuals and
manipulate public opinion
• Social Engineering Attacks
• Phishing and Fraud
• Reputation Damage
• Misinformation and

Disinformation Campaigns
• Authentication and Trust

Issues

Famous Cyber Attacks (Cont..)
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Famous Cyber Attacks (Cont..)
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Impacts of Cyber Attacks

• Financial Losses: Direct financial losses due to theft, ransom payments, and
fraud, as well as indirect costs from downtime, recovery efforts, and legal fees.

• Operational Disruption: Interruption of business operations, affecting
productivity and service delivery. Critical infrastructure attacks can lead to
widespread disruptions in essential services.

• Reputational Damage: Loss of customer trust and damage to the organization's
reputation, which can affect future business prospects and customer relationships.

• Data Privacy Concerns: Exposure of personal and sensitive data, leading to
increased risks of identity theft, phishing, and privacy violations.

• Regulatory and Legal Consequences: Increased scrutiny from regulators and
potential legal actions, resulting in fines and compliance costs.

• National Security Risks: Espionage and attacks on critical infrastructure can
have implications for national security and geopolitical stability.
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National Critical Infrastructure
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Cybersecurity 
Roles
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Security Battle: Red Team vs Blue Team
A red team/blue team exercise is a simulated cybersecurity battle where offensive
experts (red team) emulate real-world attackers to breach defences, while defensive
responders (blue team) detect, analyze, and counter their attacks to strengthen
organizational resilience.
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Cybersecurity Roles & Domains

• Penetration Testing

• Reverse Engineering

• Binary Exploitation

• Vulnerability Research & Exploit Development

• Malware Development & Analysis
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Penetration Testing
Penetration testing (pen testing) is a systematic process used to identify and exploit vulnerabilities in 
Networks, Websites, Mobile apps, LLM apps and Cloud Services

• Networks: Enumerate IP ranges, open ports, services, ASNs, DNS, and exposed
management interfaces using tools like Wireshark, Nmap, host, nslookup, dig,
whois, traceroute, netdiscover, shodan

Collect public and internal information to build an attack surface and plan tests

Reconnaissance & Information Gathering:

• Websites: Gather hostnames/subdomains, directories, frameworks, API endpoints, public
parameters, robots.txt, DNS records using tools like WhatWeb, theHarvester,
KnockPy, wafw00f, OWASP Amass, Google dorking, OSINT framweork

• Mobile Apps: Collect app metadata, package names, endpoints used by the app,
permissions, backend hosts, certificate pinning detection using tools like MobSF, jadx,
apktool, frida,, drozer, objection, sherlock

• LLM Apps: Gather information about exposed endpoints, RAG stores, repository secrets,
connectors, prompt templates, sanitizers, using tools like OWASP Amass, Gitleaks,
OSINT framework, custom API-probing scripts

Recce & Info 
Gathering

Scanning & Vuln 
Analysis

Exploitation & 
Gaining Access

Post Exploitation & 
C2

Covering Tracks

Analysis & 
Reporting
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Penetration Testing
Penetration testing (pen testing) is a systematic process used to identify and exploit vulnerabilities in 
Networks, Websites, Mobile apps, LLM apps and Cloud Services

• Networks: Port/service scanning, vulnerability fingerprinting (CVEs), weak TLS/SSL
configs, open SMB/RDP, unsecured SNMP, banner grabbing using tools like Nmap
scripting engine, Nessus, OpenVAS, Tripwire, MSF

Actively probe and detect vulnerabilities and misconfigurations identified during recce

Scanning & Vulnerability Analysis:

• Websites: Active scans for injection flaws, insecure session management, insecure direct
object references (IDOR), CSRF, XXE, security misconfigs using tools like Burp Suite,
OWASP ZAP, sqlmap, Nikto

• Mobile Apps: Scan components for insecure data storage, dynamic testing for insecure
network traffic, authentication bypass, insecure IPC using tools like MobSF, Frida,
Drozer, Burp/ZAP

• LLM Apps: Test for prompt injection, jailbreaks, data leakage, insecure output handling,
training data poisoning risks, model extraction vulnerabilities using tools like Adversarial
Robustness Toolbox (ART), TextAttack, Foolbox, Gitleaks, custom API
fuzzers

Recce & Info 
Gathering

Scanning & Vuln 
Analysis

Exploitation & 
Gaining Access

Post Exploitation & 
C2

Covering Tracks

Analysis & 
Reporting
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Penetration Testing
Penetration testing (pen testing) is a systematic process used to identify and exploit vulnerabilities in 
Networks, Websites, Mobile apps, LLM apps and Cloud Services

• Networks: Exploit CVEs, brute-force credentials, exploit misconfigurations, leverage default
credentials, using tools like MSF, Cobalt Strike, msfvenom, Hashcat, John the
Ripper

Exploit identified vulnerabilities to gain unauthorized initial access

Exploitation & Gaining Access:

• Websites: Execute SQL injection, XSS attacks, authentication bypass, file upload
exploitation, API abuse using tools like Burp Suite Intruder/Repeater, custom
scripts, sqlmap, BeEF

• Mobile Apps: Exploit insecure authentication, API vulnerabilities, reverse engineering for
hardcoded secrets, runtime manipulation using tools like Frida, Objection, Drozer,
SSL unpinning tools, debuggers

• LLM Apps: Perform prompt injection attacks, bypass content filters, extract training data,
manipulate agent behavior, exploit RAG vulnerabilities using tools like Adversarial
Robustness Toolbox (ART), TextAttack, Gitleaks, custom exploit scripts

Recce & Info 
Gathering

Scanning & Vuln 
Analysis

Exploitation & 
Gaining Access

Post Exploitation & 
C2

Covering Tracks

Analysis & 
Reporting
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Penetration Testing
Penetration testing (pen testing) is a systematic process used to identify and exploit vulnerabilities in 
Networks, Websites, Mobile apps, LLM apps and Cloud Services

Recce & Info 
Gathering

Scanning & Vuln 
Analysis

Exploitation & 
Gaining Access

Post Exploitation & 
C2

Covering Tracks

Analysis & 
Reporting

• Networks: Escalate using weak service configs, kernel exploits, credential reuse, and
maintain access via C2 channels for lateral movement using tools like Metasploit,
Cobalt Strike, BloodHound

Escalate privileges and establish control/command channels to move laterally and exercise 
deeper compromise

Post Exploitation & C2:

• Websites: Establish webshells, create backdoor admin accounts, identify paths for re-entry
using custom webshells, session hijacking tools

• Mobile Apps: Root/jailbreak device, install persistent backdoors, access sensitive storage by
device rooting, and hooking frameworks persistence

• LLM Apps: Escalate by chaining prompt injections across components (e.g., induce RAG
retrieval of sensitive docs, then prompt model to expose them), or inducing agent behaviors
that call external connectors (email, webhooks) to exfiltrate
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Penetration Testing
Penetration testing (pen testing) is a systematic process used to identify and exploit vulnerabilities in 
Networks, Websites, Mobile apps, LLM apps and Cloud Services

Recce & Info 
Gathering

Scanning & Vuln 
Analysis

Exploitation & 
Gaining Access

Post Exploitation & 
C2

Covering Tracks

Analysis & 
Reporting

• Networks: Clear logs, tamper timestamps, remove created accounts or artifacts using log
clearing/detection-evasion and MITRE Defense Evasion techniques.

Remove or obfuscate evidence of compromise  and restore systems to pre-test state

Covering Tracks:

• Websites: Remove web shell traces or obfuscated payloads, manipulate application logs or
monitoring hooks.

• Mobile Apps: Clear app logs/telemetry, delete local artifacts in a controlled lab to
demonstrate detection gaps.

• LLM Apps: Erase injected prompts from prompt history/logs, remove malicious entries from
vector DBs, or obfuscate previous queries — important to test retention, audit logging and
log-integrity controls. Defensive focus: robust immutable audit trails and retention policies
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Penetration Testing
Penetration testing (pen testing) is a systematic process used to identify and exploit vulnerabilities in 
Networks, Websites, Mobile apps, LLM apps and Cloud Services

Recce & Info 
Gathering

Scanning & Vuln 
Analysis

Exploitation & 
Gaining Access

Post Exploitation & 
C2

Covering Tracks

Analysis & 
Reporting

Follow industry reporting standards (CVSS v3.1+, NIST frameworks) including:
• Executive summary
• Methodology and scope
• Detailed findings with severity ratings (CVSS scores)
• Proof-of-concept evidence
• Remediation recommendations
• Risk assessment and business impact

Document findings, assess risk, and provide actionable remediation guidance

Analysis & Reporting:
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Reverse Engineering
• Reverse engineering in cybersecurity refers to

the process of analyzing and disassembling
software, hardware, or protocols to understand
their inner workings, often with the goal of
extracting valuable information, identifying
vulnerabilities, malicious behavior or weaknesses.

• Key purposes of reverse engineering are:
• Closed source code analysis
• License reversing
• Vulnerability research
• Malware analysis
• Digital forensics

RE Tools:
• Ghidra
• IDA Pro
• Binary Ninja
• Cutter / radare2
• Jadx, apktool, MobSF, FridaInstructor: Muhammad Arif Butt, PhD 49



Binary Exploitation
Binary exploitation is a category of cyber attack where an
attacker abuses vulnerabilities in compiled binary programs
(executable files, libraries, etc.) to gain unauthorized access,
escalate privileges, or execute arbitrary code. This often involves
leveraging flaws in the way a program handles input, memory, or
system resources.

BoF Vulnerability

• PEDA/GEF
• Pwntools
• ROPgadgetInstructor: Muhammad Arif Butt, PhD 50



Vulnerability Research & Exploit Development
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Malware Development & Analysis
Malware development refers to the process of creating malicious software designed to
infiltrate, damage or steal data from, or disrupt the operation of computers, NW or devices

RansomwareRansomware

Worms

Virus

Trojan Horse

BackdoorSpyware

Rootkits

Botnets

Adware

ILoveYou
Melissa

SQLSlammer
MyDoom

RAT
ZBot

WannaCry
Ryuk

Pegasus
WebWatcher

Superfish
Crossrider

SonyBMG
ZeroAccess

Gameover Zeus
Exobot

Fileless 
Malware

LOTL PowerGhost

Malware Development
• Msfvenom
• Veil-Framework
• Unicorn
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Malware Analysis & Sandboxing
• FLARE_VM
• Cuckoo Sandbox
• YARA
• REMnux



AI meets Cybersecurity
The New Battlefield
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Applications of GPT4 Vision in Cybersecurity
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Prompt: Check if the website is genuine
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Prompt: Evaluate the three Screenshots
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Prompt: Which security policy is being violated?
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Prompt: Is there any issue in this image?
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Prompt: Which device has maximum number of sessions?
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Prompt: Briefly highlight the issues in the Dashboard
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How AI Expand the Attack Surface
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How AI Expand the Attack Surface?

Example:
• Cloud: MS Copilot or Google Gemini inside enterprise environments.
• Edge Devices: Smart CCTV that uses AI for face detection locally.
• Consumer Devices: Phones doing on-device speech recognition.
• Workflows: Companies using AI assistants to generate documents,

create invoices, approve financial requests.

Why this matters for security: Each environment becomes a potential
attack surface. If the model is compromised in any one place, the
decision-making pipeline is compromised.

AI is now embedded into cloud, edge devices, and workflows
AI is no longer only in big data centers. It runs everywhere—from ChatGPT in the cloud to AI 
models embedded in phones, cameras, cars, routers, medical devices, etc.
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AI Increase Scale, Automation & Believability
AI makes it possible to:
• Generate thousands of phishing emails, 

each personalized to the victim.
• Clone voices and faces to impersonate 

real people.
• Automatically write malware variants 

that evade detection.

Attacks now look real, adapt fast, and 
happen at machine speed
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Hackers no longer run every step manually, rather 
use AI agents that can:
• Scan networks
• Find weak passwords
• Craft payloads
• Try exploits
• Adjust and retry automatically

Example: 
An AI agent finds a vulnerable server → 
Generates exploit code → Deploys payload → 
Moves laterally

Use of Agent-Driven Offensive Tools

This turns hacking into continuous 
autonomous operations
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Attackers Automate Attacks using AI
Most security teams still:
• Manually analyze alerts
• Manually investigate incidents

Meanwhile attackers:
• Automate everything they can

Result → Attackers scale faster than defenders

Organizations rely on humans to 
stop machine-speed attacks

Attackers rely on machines to 
overwhelm human-speed defenses
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AI-Driven Self-Evolving Malware

• Offensive operators leverage AI-capable, self-
evolving malware to automate payload generation,
evasive C2 behaviors and large-scale exploitation.

• Defenders detect and analyze polymorphic/
obfuscated threats by combining static pattern
engines and hunting rules using YARA, and
automated dynamic analysis/sandboxing using
Cuckoo Sandbox

AI-driven polymorphic malware that continuously mutates to bypass defenses
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WormGPT / FraudGPT
• WormGPT and FraudGPT are malicious

LLMs developed and sold on dark web forums
to facilitate cybercrime by removing the
ethical guardrails found in legitimate AI
chatbots like ChatGPT.

• Designed to launch phishing attacks, generate
malware, and exploits
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Deepfake Executive Fraud

• Case: $25M stolen/transferred via
deepfake CFO call in Hong Kong (2024)

• Victim received a video call appearing to
include leadership

• Attackers used generative audio +
facial reenactment models
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Hyper-Realistic Social Engineering
AI-crafted phishing and Deepfake 

voice/video impersonation of executives

Deepfake AI: Deepfake AI poses
significant challenges to cybersecurity,
as it can be used to create highly
convincing fake audio, video, and text
content that can deceive individuals and
manipulate public opinion
• Social Engineering Attacks
• Phishing and Fraud
• Reputation Damage
• Misinformation Campaigns
• Authentication and Trust Issues

https://www.youtube.com/watch?v=cQ54GDm1eL0

According to recent research from global technology company Entrust, incidents involving
deepfake phishing and fraud have skyrocketed by 3,000% since 2022, with a deepfake attempt
occurring every five minutes in 2024.
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https://www.youtube.com/watch?v=cQ54GDm1eL0
https://www.entrust.com/


How to Secure AI-Based 
Systems?

AI-Powered Cybersecurity



No single “MAGIC BULLET" to fix AI security

https://visionx.io/blog/llm-security-risks/

Designing Defense-in-Depth with AI
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https://visionx.io/blog/llm-security-risks/


Traditional SOC Workflow

Instructor: Muhammad Arif Butt, PhD 72

SOC Team (Security Guards)
• Detect
• Investigate
• Confirm Threat
• Handoff to IR

IR Team (SWAT Team)
• Contain
• Eradicate
• Recover
• Provides feedback to SOC, which updates detection rules

ü SOC without IR = Detecting threats but unable to fully respond
ü IR without SOC = No early warning system, responding only after major damage
Together = A defense-in-depth strategy that gets stronger with each incident

Link to Example Workflow 

https://drive.google.com/file/d/1hN8n4OGj27A0bhPVvSZM72a3b3hAI8Ag/view?usp=drive_link


Designing Defense-in-Depth with AI
Think in layers and AI plugs into each layer:

• Network: NW security monitoring and detection systems (Zuricata, Zeek)

• Host: EDR with ML detection (Defender, SentinelOne)

• Identity: Adaptive access control

• App: AI WAF (Cloudflare Bot Management, ModSecurity rulesets)

• Data: DLP with ML content classification
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AI-Based Threat Hunting Workflow
AI-based threat hunting works like a 24/7 digital security team

74

• AI-based threat hunting uses AI models and behavioral analytics to proactively search for
indicators of compromise and unusual patterns across an organization's digital environment.

• Unlike traditional reactive security measures, AI-powered threat hunting enables organizations to
detect threats at machine speed, using autonomous systems to gain access, analyze patterns, and
deploy counter-measures:
1. EDR/XDR (Endpoint/Extended Detection & Response) monitor and analyze endpoint activity

to detect and respond to threats at the device level and may be NW/cloud infrastructure.
2. SIEM (Security Information and Event Management) solutions collect and analyze data from

various sources (NW devices, servers and endpoints), and aggregate into one centralized
platform.

3. UEBA (User and Entity Behavior Analytics) powered by ML, flags/spots weird behavior (e.g.,
an admin account logged in from a foreign VPN at 3 a.m.)

4. SOAR (Security Orchestration, Automation, and Response) solutions jumps into action, w/o
waiting for a human. It automatically isolates the suspicious device from the network and
forces a password reset for that account, containing the treat within seconds.

5. Threat intel system learns from an incident and updates the firewall rule and EDR
signatures across the organization so the same attack can never happen again.



EDR: Endpoint Detection & Response
EDR monitor and analyze endpoint activity to detect and respond to threats at the 

device level

• Leading EDR/XDR Solutions:
o CrowdStrike Falcon
o SentinelOne Singularity
o Microsoft Sentinel with Logic App
o Microsoft Defender for Endpoint
o Palo Alto Networks Cortex XDR

o Monitor process execution and behavior
o Track file system changes
o Capture network connections
o Record registry modifications (Windows)
o Detect in-memory attacks and fileless malware

• EDR agents installed on endpoints (laptops, servers, mobile devices) continuously:
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SIEM:- Data Collection & Aggregation
SIEM systems aggregate log data from multiple sources into one centralized platform, 

watching everything and ingesting logs from across the organization 

• Security Information & Event Management platforms continuously collect security events
from:
o Endpoints (workstations, servers, mobile devices)
o Network devices (firewalls, routers, switches)
o Applications (web servers, databases, SaaS platforms)
o Cloud infrastructure (AWS CloudTrail, Azure Monitor, GCP Cloud Logging)

• Leading SIEM Tools:
o Microsoft Sentinel 
o Splunk Enterprise Security
o IBM QRadar
o Elastic (ELK Stack)
o Wazuh SIEM
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UEBA: AI-Powered Anomaly Detection
UEBA technologies analyze the behavior of users and entities (including terminals, 

applications, networks, servers, connected objects) to identify potential threats

• User & Entity Behavior Analytics solutions analyze behavior using static rules and machine
learning algorithms to detect changes in behavior like suspicious operations, access to critical
unused applications during holidays, unusual data transfers. Some example scenarios are:

• Leading UEBA Solutions:
o Microsoft Sentinel UEBA
o Securonix UEBA
o IBM Qradar UEBA
o Splunk UBA

o An admin account logs in from a foreign VPN at 3 AM (unusual location + unusual time)
o A user suddenly downloads 100 GiB of data when their baseline is 50 MiB daily
o Privilege escalation attempts outside normal business hours
o Lateral movement patterns indicating compromised credentials
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SOAR – Security Orchestration, Automation, & Response
SOAR automatically isolates suspicious devices from the network and forces 

password resets for compromised accounts, enabling security teams to proactively 
detect and react to complex security events while automatically interacting with IT 

and security systems to mitigate incidents

• Leading SOAR Platforms:
o Palo Alto Cortex XSOAR
o IBM Resilient
o Shuffle SOAR
o StackStorm

o For compromised credentials: Disable account, force password reset, revoke active sessions, notify
user and security team

o For malware detection: Isolate endpoint, quarantine file, block C2 communications, trigger forensic
data collection

o For data exfiltration: Block network egress, suspend user account, alert DLP systems, preserve
evidence
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Advanced Analytics and Threat Intel
Enrich detection with external threat intelligence and AI-powered analysis

• AI-Powered Cybersecurity Products
o Microsoft Security Copilot
o CrowdStrike Charlotte AI 
o Securonix Agentic AI
o Splunk Enterprise Security
o Cortex
o IBM Qradar
o CheckPoint Infinity
o CrowdStrike

o GenAI provides contextual information for cybersecurity scenarios and automates common tasks in the
analyst's workflow

o Automated threat report generation
o Natural language querying of security data
o Predictive threat modeling

• GenAI can streamline the process by automatically summarizing anomalous activities for each
high-risk entity, providing concise yet comprehensive overviews alongside risk scores.
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https://www.microsoft.com/en-us/security/business/ai-machine-learning/microsoft-security-copilot
https://www.crowdstrike.com/en-us/platform/charlotte-ai/
https://www.securonix.com/products/agentic-ai/
https://www.splunk.com/
https://www.paloaltonetworks.com/cortex
https://www.ibm.com/products/qradar
https://www.checkpoint.com/infinity/
https://www.crowdstrike.com/en-us/platform/


Happy Hacking

To Do:

Go through Handout # 1.2 at your own and set-up your own Virtual Hacking Lab for all the class 
activities and assignments using either Virtual Machines or Docker Containers or both ☺

80Instructor: Muhammad Arif Butt, PhD


